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IHAMATKA . .
JJIs1 OBYYAIOIIUXCSI Ob THO®OPMALIMOHHOU BE3OITACHOCTHU JETEU

HEJb3s1

1. Bcem moapsig coobmaTh CBOIO 4acTHYIO MHGOpMAIUIO (HACTOSAIIUE HUMS,
dbammuio, tenedoH, aapec, HOMEp MIKOJIbI, a Takke (ororpaduu cBou, CBOEH
CEMBH U Apy3ei);

2. OTkpbIBaTh BIIOXKEHHBIE (halIbl ANEKTPOHHOM MOYTHI, KOTJa HE 3HACIIb
OTIPABUTES;

3. I'pyOuth, npuauparbcsi, OKa3blBaTh JAaBJICHUE - BECTH ce0sl HEBEKIMBO U
arpecCuBHO;

4. He pacnopspkaiicsi eHbraMu TBOEW ceMbU 0€3 pa3pelleHus CTapliux -
BCET/1a CIpallMBal POJAUTENICH;

5. He Bcrpeualics ¢ HTepHET-3HAKOMBIMU B PEAIBHOM JKU3HU - IIOCOBETYHCS
CO B3pOCJIBIM, KOTOPOMY JIOBEPSIEIIb.

OCTOPOXKHO

1. He Bce numyT npaBny. Yuraeus o cebe HenpaBay B MHTepHeTe - cooOuu
00 3TOM CBOMM POJMTEISIM UJIU ONEKYHaM;

2. IpurnamarT NEepenuchIBaThCs, UTPaTh, 0OMEHUBATHCS - MPOBEPH, HET JIU
N0/IBOXA;

3. He3zakonnoe konupoBanue ¢aiinoB B UHTEpHETE - BOPOBCTBO;

4. Bcerma pacckaspiBail B3pOCIBIM O IMpoOJjeMax B CETH - OHHM BCeraa
OMOT'YT;

5. Vcnonb3yit HaCTpoiKu O€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSThH
CBOM aKKayHThI B COLICETAX U APYTUX MOpTaIaX.

MOKHO

1. YBaxall qpyrux nojib30BaTemeu;

2. ITonb3yenibesi UTHTEpHET-UCTOYHUKOM - JieJIaid CChUIKY Ha HETo;

3. OTKpbIBail TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a TOMOIIBIO B3POCIABIM - POJUTENH, OINEKYHBl H
aIMUHUCTPAIIUS CAUTOB BCETa TIOMOTYT;

5. Tlpoitnu oOyuenue Ha caiite "CeTeBUYOK" M MOTYyYd MACTIOPT IU(GPOBOTO
rpakaaHuHa/l
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WUH®OPMALIMOHHASI MAMSITKA
JIJIS1 OBYUAIOIMXCSI J1JIs1 PASMEILEHUS
HA O®ULHUAJIBHBLIX UHTEPHET-PECYPCAX

C KaxaplM TOJOM MOJOJIE)KU B HUHTEPHETE CTAaHOBUTHCS OOJbIIE, a
IIKOJBHUKU OJHU M3 CaMbIX AKTUBHBIX IOJb30oBarene PyHera. Mexny tem,
MIOMHUMO OTPOMHOTO KOJIMYECTBAa BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
OTa naMsATKa JOJKHA MOMOYb TeOe 0e30acHO HAaXOAUTHCS B CETH.

KoMmnbrorepHbie BUPYChI

KomnbroTepHblii BUPYC - 3TO PAa3HOBUIAHOCTh KOMIBIOTEPHBIX MPOTPaAMM,
OTJIMYUTEIIBHOU OCOOCHHOCThIO KOTOPOM SIBIISIETCSI CIIOCOOHOCTH K Pa3MHOXKEHHUIO.
B ponosiHeHuE K 3TOMY, BUPYChl MOTYT MOBPEIUTH WJIM MOJHOCTHIO YHUYTOXKHUTh
Bce (haiiyibl M JaHHBIC, TTOJAKOHTPOJIBHBIC MOJIb30BATEN0, OT UMEHU KOTOPOTO ObLTa
3amylleHa 3apa)KeHHasi MporpaMma, a TakKe MOBPEAUTh WU JTaKe YHUUYTOXHUTh
OTICPAIIMOHHYI0 CHUCTEMY CcO BcemH (paiimamu B 1ieioM. B GosbIIMHCTBE CilydaeB
paclpOCTPaHSIOTCSA BUPYCHI UEPE3 UHTEPHET.

MeToibl 3a1IUTHI OT BPEJIOHOCHBIX TPOTPAMM:

1. Mcnonb3yil COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLIUE CEPHE3HBIN
YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX TPOTPaMM;

2. IloctosnHo ycraHaBmuBail mautd (UUGPOBBIE 3aIUIATKU, KOTOPHIE
aBTOMATHYECKH YCTAHABIMBAIOTCS C LEJIbIO JOPAOOTKM MPOrpaMMbl) U ApyTHe
OOHOBJIEHUS CBOeW omnepaluoHHOW cuctembl. CKauuMBaii UX TOJBKO C
opurmanbHoro  caiita  paszpaborunka OC. Eciu  cymecTByeT — pexum
aBTOMATHUYE€CKOTO OOHOBJICHHUS, BKIIOUH €T0;

3. PabGoraii Ha CcBOEeM KOMIBIOTEpE IIOJI TpaBaMHu IOJH30BATENsA, a HE
aIMUHUCTpPATOpa. ITO HE IMO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJUIMPOBATHCA HA TBOEM NIEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnonb3ylh aHTHUBUPYCHBIE MPOTPAMMHBIE MPOAYKTHl HM3BECTHBIX
MIPOM3BOIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpaanub HU3NIECKUI JOCTYI K KOMITBIOTEPY JJIS IOCTOPOHHUX JIHUIL;

6. Ucnonp3yil BHENTHUE HOCHUTENW WH(MOpMAIMU, Takue Kak (iernika, JUCK
win (Gaitn u3 MHTEPHETa, TOJBKO U3 MPOBEPEHHBIX UCTOYHHUKOB,;

7. He oTkpbIBail KOMMBIOTEpHBIC (HaliIbl, TMOJYYCHHBIE H3 HEHAJACKHBIX
ucTouHUKOB. Jlaxke Te ailybl, KOTOpBIE MPUCTA TBOW 3HAKOMBIN. Jlydie yrounu
y HEro, OTIPAaBJIsyI JIM OH TeOe UX.



Cern WI-FI

Wi-Fi - 310 He Buj mepenadn NaHHBIX, HE TEXHOJIOTHUS, a BCETO JIMIIL OPEH],
Mapka. Eme B 1991 roay Huaepnanickass KOMIIaHMS 3aperucTpupoBalia OpeH.
"WECA", uyto o06o3Hauano ciaoBocouetanue "Wireless Fidelity", kotopslii
NepeBoIUTCA Kak "OecrpoBOIHASI TOYHOCTD .

Jlo Hamero BpeMeHu Jolia apyras ab0peBuarypa, KoTopas sBISETCS TaKOH
xKe TexHojorue. Jto abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue OBLIO JaHO C
HAMEKOM Ha cTaHAapT BbIclied 3BykoBod TtexHuku Hi-Fi, uro B mnepeBoje
03HayaeT ""BbICOKas TOYHOCTH'.

Ja, OecriaTHBIA MHTEPHET-IOCTYI B Kade, OTeNsAX M a’dpornoprax sBIseTcs
OTJIUYHONW BO3MOXHOCTBIO BbIXOJ]a B MHTEpHET. HO MHOrMe 3KCHepThl CUMTAIOT,
yT0 obmeaoctynubie Wi-Fi ceTu He sSBIsAOTCA 0€30MacHBIMHU.

CoBeThl 110 0€30MacHOCTH pabOTHI B 00IIEA0CTYTHBIX ceTsix Wi-fi:

1. He mepenagaii cBoro nuunyro uHpoOpMaruio depe3 oobieaoctynabie Wi-Fi
cetu. PaboTast B HUX, JKeJlaTeIbHO HE BBOJIMTH MAPOJHU JIOCTYMA, JOTMHBI U KaKue-
TO HOMEDA;

2. Ucnonb3yit u OOHOBJSH aHTUBUPYCHBIE MpOrpaMMbl U OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYyKu BUpyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnons3oBanuu Wi-Fi otkintoun ¢pynkuuio "OOuwmit qoctyn k Qaitnam
u npuHTepam". JlaHHas (yHKUMS 3aKpbITa MO YMOJIYAHHUIO, OJTHAKO HEKOTOpHIE
M0JIb30BaTENM aKTUBUPYIOT €€ JJIsl y100CcTBa UCTIOIB30BaHUs B paboTe uin yueoe;

4. He wucnonp3yiét nyomumusasidi WI-FI g1 nepemaum JUYHBIX JTaHHBIX,
HaIpuMep Uil BBIXOJA B COLMAJIbHBIE CETU WIIN B 3JIEKTPOHHYIO MOYTY;

5. Wcnonwp3yit Tonpko 3amuiieHHoe coeaunenne yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoau umeHHO "https://";

6. B moOunpHOM Tenedone oTkmoun (yukuuioo "loakmrouenue k Wi-Fi
aBTomaTuuecku". He nomyckaii aBTOMaTHM4E€CKOrO IMOJKIIOYEHHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormacus.



ConuajabHble ceTu

CouuanbHble CETH aKTUBHO BXOJIAT B HAIY KMU3Hb, MHOTHE JIIOAHU pabOTaIOT U
KUBYT TaM TMOCTOsIHHO, a B Facebook yxe 3apeructpupoBan Musimapa 4elioBeK,
YTO SIBJISIETCA OJTHOM CEIbMOM BCEX KUTEJEU IUIaHEeThl. MHOrMe MOJIb30BaATENN HE
MOHUMAIOT, YTO WH(OpMaIMs, pa3MelleHHass UMU B COIMAJBHBIX CETAX, MOXKET
OBITh HaliZiecHa W HCIOJb30BaHA KEM YTOJHO, B TOM YHUCJE HE 0053aTeNBHO C
0JIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTU B COIIMATBHBIX CETAX:

1. Orpannyb cnivcok Apy3el. Y TeOs B Apy3bsX HE JOJIKHO OBbITh CIy4YalHBIX
Y HE3HAKOMBIX JIFO/ICH;

2. 3amuinaii CBOr 4acTHYIO *HU3Hb. He yka3wiBail nmaposu, TenedoHnsl, aapeca,
JaTy TBOETO POXKIACHUA W APYTYH JIMUHYIO HHGOPMAIUIO. 3JI0YMBIIIIICHHUKH
MOTYT HCHOJIb30BaTh Jake WH(OOpPMALUI0 O TOM, KakK Thl M TBOU POJUTEIH
IJIAaHUPYETE MPOBECTH KAHUKYIIbI,

3. 3amuiail cBO penyTaluio - JEPKU €€ B YUCTOTE U 3aj]iaBail cebe Bompoc:
X0Tesl OBl Thl, YTOOBI APYrue€ TOJb30BATEIN BUJEIU, UYTO Thl 3arpyskaciib?
[Togymaii, mpesxie 4eM 4TO-TO ONYyOJIMKOBATh, HAITUCATh U 3aTPY3UTh;

4. Ecnu ThI TOBOPHIIL C JIFOJIbMH, KOTOPBIX HE 3HACIh, HE UCIOJB3YH CBOE
peaspbHOe UMS U IPYTYIO JTUYHYI0 HH()OPMAIMK: UM, MECTO JKUTEJIbCTBA, MECTO
y4eObl U Mpoyee;

5. U36erait pazmemenust ¢potorpaduii B IHTEpHETE, Te Tl M300pakeH Ha
MECTHOCTH, 10 KOTOPOW MOYKHO ONPEIEIUTh TBOE MECTOIOJIOKEHNUE;

6. Ilpu peructpanuu B COLMATBHONW CETH HEOOXOIUMO UCIOJIb30BAThH
CJIOXHBIE TIAPOJIH, COCTOSIIINE U3 OYKB U LU U C KOJIUYECTBOM 3HAKOB HE MEHEE
8;

7. Jlng comuanbHOM CeTH, TOYTHI W JPYTHX CAUTOB HEOOXOIUMO
MCIIOJIb30BaTh pa3Hble mapoiu. Torna ecnu Tedsi B3JIOMAIOT, TO 37I0YMBIIIJICHHUKH
NoJIy4aT JOCTYII TOJIbKO K OJJTHOMY MECTY, @ HE BO BCE Cpa3y.



JJIeKTPOHHbBbIE IECHbI'H

DONEeKTpOHHbIE JAEHBIM - 3TO OYEHb YAOOHBIM CHOCOO MJaTeXel, OAHAKO
CYLIECTBYIOT MOIIEHHUKHU, KOTOPBIE XOTAT MOJYUYUTh 3TH ACHBIHU.

DNEeKTpOHHbIE AEHBIU MOSBUIMCH COBCEM HEAABHO MU MMEHHO H3-3a 3TOI'O BO
MHOTHX T'OCYIapCTBaX A0 CHUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHu (yHKIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, Ie UX
pa3aensioT Ha HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHMMHBbIEe. Pa3zHuna B ToM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peniaeTcsi MPOBOAMTHL omnepauuu 0e3
UIEHTU(PUKALIMY TI0JIb30BATEINS, @ B HEAHOHUMHBIX UACHTU(DUKAIUS TOTB30BATENSA
ABIIAETCS 0053aTENBHOM.

Taxxe crenyer pasznuyaTh DJEKTPOHHBIE (QuUaTHbIE JACHBIU  (PaBHBI
rOCYy/IapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHBIE HE(pUATHbIE JI€HbIM (HE DPaBHBI
rOCy/1IapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI MO 0€30MaCHOI paboTe C AIEKTPOHHBIMU JACHbIAMM:

1. ITpuBsku K cyeTy MOOMIIBHBIN Tene@oH. ITO caMblil yAOOHBIN U OBICTPBIN
Croco0 BOCCTaHOBHUTH AOCTYN K cuery. llpuBsizaHHbIN TenedOH MOMONKET, €CIH
3a0y/enib CBOM IJIATEXKHBIA Maposib WM 3aijielllb Ha CalT C HE3HAaKOMOTO
YCTPOMCTBA;

2. Ucnone3yit omnHopazoBeie mnaponu. [locie mepexoga Ha YCHICHHYIO
aBTopu3aiuio Tebe yxke He OyneT yrpoXaTh OMACHOCTh KPaKW WIM TepexBaTta
IUIaTEKHOTO TapoJIs;

3. Bribepu cnoxsbiii napois. [IpectynHukam OyneTr He NpPOCTO yrajaaTh
CJIOKHBIN naposb. HanexHsle maposu - 370 naposid, KOTOpbIe COJlep)KaT HE MEHEe
8 3HAKOB M BKJIIOYAIOT B ce0s CTPOYHBIE M MPONUCHBIE OYKBBI, LUDPB U
HECKOJIbKO CHUMBOJIOB, TaKH€ KaK 3HAK JoJiIapa, pyHTa, BOCKIMLIATEIbHBIN 3HAK U
T.11. Hanmpumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIE JIAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSCILb.



JJIEeKTPOHHAS MOYTA

OJNEKTPOHHAsI MOYTA - 3TO TEXHOJOTHA U MPENOCTABISEMBIE €0 YCIYTH IO
MEPECHIIKE U MOJYYEHUIO ANEKTPOHHBIX COOOUIEHUH, KOTOPbIE pacIpeAeIsIloTCs B
KOMIBIOTEpHONH ceTh. OOBIYHO AJEKTPOHHBIM TMOYTOBBIM SIIUK  BBITISIUT
clenyronmM o0pa3oM: UM _TOIb30BaTeIs(@uMs_JToMeHa. Takxke KpoMme nepesadu
MIPOCTOT0 TEKCTA, UMEETCSI BOBMOXKHOCTh Mepe1aBaTh (hailsibl.

OcHOBHBIE COBETHI 110 O€30MaCHON PaboTe C IEKTPOHHON MOYTOM:

1. Hamo BbIOpaTh mnpaBWIIbHBIA MOYTOBBIM cepBUC. B uHTEpHETE ecTb
OTPOMHBIN BBIOOP OECIIATHBIX MTOYTOBBIX CEPBUCOB, OJHAKO JIYUILIE TOBEPSITH TEM,
KOI'O 3HACIb U KTO MEPBBIA B PEUTUHTE;

2. He ykaspiBaii B TUYHOW moyTe JUYHYI0 MH(popmaiuio. Hampumep, nydmie
BbIOpaTh "My3blKabHbINA _(aHaT@" win "pok2013" BmecTo "temal3";

3. Hcnonb3yil NOBYXSTalHYH aBTOpU3ALMI0. OJTO KOIZJAa IMOMHUMO Hapoiisd
HY>KHO BBOAUTH KO/, TPUChUIaEMBbI 10 SMS;

4. Boibepu cnoxHbIN maposib. st Kak10ro moYTOBOTO SIIMKA JTOJKEH ObITh
CBOU HAJCKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTp BO3MOXHOCTh HalKCaTh CaMOMYy CBOW JIMYHBIA BOIPOC,
UCITIOJIb3YH 3Ty BO3MOKHOCTB;

6. Hcnonp3yid HECKOJBKO IIOYTOBBIX SIIMKOB. IlepBbIii 111 4acTHOM
NEPENUCKHU C apecaTamMu, KOTOPbIM Thl JIOBEpSACIIb. JTO AJIEKTPOHHBIN aJpec He
HaJ10 UCMOJIb30BaTh IIPU PErucTpaly Ha (popymax U cairax;

7. He otkpeiBail ¢aiiapl U Apyrue BIOKCHHS B MUChMAax, JaXKe €CIIU OHU
OPULUIA OT TBOMX JIpy3el. Jlyuine yTouHM y HUX, OTIPABIISUIA JIU OHU TeOE 3TU
daisr;

8. Ilocme oxoHuaHusi pabOTBl Ha IIOYTOBOM CEpPBUCE IEpEll 3aKPBITUEM
BKJIQJIKU C CATOM He 3a0y/ib Ha)KaTh Ha "BeiiTu".



Ku0epOy uiMHT Wi BUPTYaJIbHOE U3/1€BATEIbCTBO

KubepOymnmuar -  mpeciegoBaHue  COOOIICHUSIMHU,  COACPKAIIUMHU
OCKOpOJIeHMS, arpeccuto, 3aIyrMBaHUE; XYJIUTaHCTBO; COLIMATILHOE
OOMKOTHPOBAHHUE C MOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI O OOpHOE C KUOEPOYIITUHIOM:

1. He 6pocaiics B 60it. JIyumuii crmoco6: mocoBeTOBaThCA Kak ceOsi BECTH U,
€CJIM HET TOro, K KOMY MOXHO OOpaTUThCs, TO BHadajie YCIOKOUThCA. Eciu Thi
HayHeIlllb OTBEYaTh OCKOPOJIEHHUSIMU Ha OCKOpPOJEHMs, TO TOJIbKO €lie OOJblie
pa3oxOKelb KOH(IIUKT;

2. Ynpasnsii cBoel kubeppenyranuei;

3. AHOHUMHOCTH B ceTH MHuUMas. CylecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

4. He crour BecTH XyJUTaHCKUU oOpa3 BUPTyalbHOM >XU3HU. MHTepHer
(¢ukcupyer Bce TBOM JEHCTBUS U COXpaHSET UX. YJAIUTh UX OyJeT KpaiiHe
3aTPyIHUTEIBHO;

5. Cobnronail CBOIO BUPTYaIbHYIO YECTh CMOJIOJNY;

6. Wrnopupyii enuuHuuHbli HeratuB. OJHOpPa30BbIE OCKOPOUTEIbHBIC
cooOmIeHust Jydiie urHopupoBaTb. OOBIMHO arpeccus MpeKpamlaerca Ha
HavYaJIbHOM CTaINH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMHU COOOIIICHHUSMU, B
COLIMAIBHBIX CETSIX €CTh BO3MOXKHOCTb OJIOKHPOBKH OTIIPaBKM COOOILIEHUN C
OIIpE/IeJICHHBIX a/IPECOB;

8. Eciu ThI cBuzerens kubepOyminHra. TBou AeicTBUSA: BBICTYNHUTH NPOTUB
npecienoBaTelis, MoKa3aTh €My, YTO €ro JEHCTBHUS OLIEHUBAIOTCS HETraTUBHO,
nojepXxaTb JKEPTBY, KOTOPOM HY)KHA IICHXOJOTMYEcKas IOMOIlb, COOOLIUTH
B3pOCIIBIM O (paKTEe arpeCCUBHOIO OBEIEHUS B CETH.



MooOuiabHbIN TeJ1edOH

CoBpemenHble cMapTHOHBI U TUIAHIIETHI COAEPKAT B c€OE BIIOIHE B3POCIIBIiA
GyHKIMOHANI, W TENmeph OHM MOTYT KOHKYPUPOBATh CO CTallMOHAPHBIMU
KoMmbloTepamu. OTHaKO, CPEACTB 3alUTHI JJIsl TOJOOHBIX YCTPOMCTB MOKAa OUYECHB
Mano. TecTHupoBaHME W TOWCK YSI3BUMOCTEH B HHUX IMPOUCXOIUT HE TaK
MHTEeHCHUBHO, Kak jis [1K, To ke camoe kacaeTcsi 1 MOOMJIBHBIX MPUIIOKEHUH.

CoBpemeHHbIe MOOMIIBHBIE Opay3ephl yKe MPaKTUYECKH JTOTHATN HACTOJIHHBIC
aHaJoru, OJHAKO pacHIMpeHue (QyHKIHMOHANA BIEYET 3a CO000M OOJbIIyIO
CJIO’)KHOCTb U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOW3BOJUTENU BBIMYCKAIOT OOHOBJICHHS, 3aKPBIBAOIIHEC
KPUTHUUYECKHUE YSI3BUMOCTH JJIsl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUIIBHOTO TeNedoHa:

Huuero He sBisieTcst mo-HacrtosiieMy OecriaTHbIM. Bynb ocToposkeH, Bedb
Korja te0e mpeaiararoT OecIuiaTHhIA KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKue-
TO TUIATHBIC YCIYTH;

Hymaii, npexzae yem otnpaBuTb SMS, ¢oTo unu Buaeo. Thl TOYHO 3HACID,
r7ie OHH OYJyT B KOHEYHOM UTOTE?

Heo6xo01uMo 00HOBIATE ONIEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Hcnonw3yii aHTUBUPYCHBIE TIPOTrPaMMBI IS MOOMIIBHBIX TeIE()OHOB;

He 3arpyxaii mpuiioxeHussT OT HEW3BECTHOIO MCTOYHUKA, BEAb OHH MOTYT
coJiepKaTh BPEeIOHOCHOE MPOrpaMMHOE 00eCIieYeHHE;

[locne Toro kak Tl BBIWIEHIL C calTa, Iie BBOAWI JIMYHYIO UH(GOpPMAIHIO,
3aiiIM B HACTPOMKHU Opay3epa u yaaiu cookies;

[lepuonuuecku mpoBepsid, Kakue IJIaTHbIE YCIYTH aKTUBHUPOBAHBI HA TBOEM
HOMeEpE;

JlaBaii cBoii HOMEp MOOWJIBHOTO TeleoHa TOIBKO JIOJASIM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSIEIIIb;

Bluetooth momxkeHn OBITH BBIKJIIOYEH, KOTJa Thl MM HE ToJb3yembcs. He
3a0bIBail MHOTIA TTPOBEPATH ITO.



Online urpsi

CoBpeMEeHHBIE ~ OHJAMH-UTPBI - 3TO  KPACOYHbIC,  3axXBaThIBAIOLIUE
pa3BiieyeHus, OOBEAMHSIONIME COTHU ThICSIY YEJIOBEK MO BceMy Mupy. Mrpoku
UCCJEAYIOT JaHHbIA UM MHp, OOINAIOTCS APYTr C JPYrOM, BBIMOJHSIOT 3aJaHus,
CpPa)KalTCsl ¢ MOHCTpAaMU M MOJY4YalOT ONBIT. 3a YJIOBOJIbCTBUE OHM IJIATST:
MOKYMNAIOT AUCK, OTJIAYMBAIOT a0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIMLIUH.

Bce »Tu cpenctBa uayT Ha noAAepkKaHUE U Pa3BUTUE UIPHI, a TAKXKE HA caMy
0€30MacHOCTb: COBEPIIEHCTBYIOTCS CHUCTEMbI aBTOPU3allUU, BBIMYCKAIOTCS HOBBIE
natyu (1udpoBbIe 3aIIaTKU JJIs1 TPOTPaMM), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B nogo0HbIX Urpax CTOUT OMAacaTbCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)kdl TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMAa aBTOPHU3aLMU OOJIBIIMHCTBA
urp.

OcHOBHBIE COBETHI IO O€30MACHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnu npyroit urpok BeneT ceOs IUI0XO WIM CO3AaeT Tebe HeNmpHUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Ioxanyiics aAMUHUCTPATOPaM UTPHI HA IJIOXOE MOBEJECHUE 3TOTO UTPOKA,
KEJAaTeTbHO MPUIIOKUTh KaKhe-TO J10Ka3aTeIbCTBA B BUJE CKPUHOB;

3. He yka3biBaii 1uunyto uH(opmaliuio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB TIO UTPE;

5. He ycranaBnuBail Heo(puIaibHbIe TATYH U MO/IbI;

6. Mcnionb3yil cioKHbIE U pa3HbIE TAPOJIH;

7. Jaxe BO Bpemsl UIpbl HE CTOUT OTKJIOYaTh aHTUBHUpYC. [Toka Thl Urpaemus,
TBOW KOMITIBIOTEP MOT'YT 3apa3uTh.



OUINUHT WIH Kpazka JUYIHbIX JaHHbIX

OOBIYHOM KpaXkell IeHer U TOKYMEHTOB CETrOHS YK€ HUKOTO HE YJUBHIIIb, HO
C Ppa3BUTHEM HMHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKA MEPEMECTHIINCh B
WHTEPHET, U MPOJ0KAIOT 3aHUMATHCS ""MIOOUMBIM" JIEJIOM.

Tak mosiBWIIaCh HOBasi yrpo3a: HMHTEPHET-MOIICHHUYECTBA WM (DUIIUHT,
IJIaBHAs 1€Jb KOTOPOTO COCTOMT B MOJYyYEHHH KOH(PUICHIUAIBHBIX JTAHHBIX
MoJIb30BaTeNIel - JTOrMHOB U maposeil. Ha anrnuiickom sa3eike phishing yurtaercs
kak ¢pumuHr (ot fishing - peiOHas noBs, password - mapob).

OcHOBHBIE COBETHI IO 0OpbOE C (PUITUHTOM:

1. Cnenu 3a cBOUM akkayHTOM. Eciu Thl MoJ03peBaelb, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOIMMO  3a0JIOKUpOBAaTb €€ U COOONIUTh
aIMUHHUCTPATOPaAM pecypca 00 ITOM KaK MOKHO CKOPEE;

2. Ucnonw3yit Ge3omacHbie BEO-CalThl, B TOM YHCIIe, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHUCTEM;

3. Ucnonwe3yil crnoxkHble M pa3Hble mapoiu. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TIOJy4aT JOCTYN TOJIBKO K OJHOMY TBOEMY
poUITIO B CETH, a HE KO BCEM;

4. Eciu T1ebst B3IOMalv, TO HEOOXOAMMO TPEAYNPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J00aBJICHBI Y T€Os B JAPY3bSIX, O TOM, YTO TeOS B3JIOMAJIU H,
BO3MOKHO, OT TBOET'O UMEHH OYJIET PacChIJIaThCs CIIaM U CChUIKM Ha (DPUIITMHTOBBIC
CaANTHI;

5. YcranoBu HaaexHbIM mapoib (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKIIIOYM coXpaHeHue mapoJs B Opaysepe;

7. He otkpwiBail ¢aiiapl U Apyrue BIOKCHHS B MUChMAax, Ja)e €ClIU OHU
NPUIIUTH OT TBOMX JApy3eil. Jlydile yTouHM y HUX, OTHPABISUIA JIU OHH TeOe ATH
(babI.



Hudposas penyrauus

[Hudposas penyranus - 3T0 HEraTUBHAS WJIM MO3UTUBHASI MHPOPMALIUS B CETU
o tebe. Komnpomerupyromas uHpopmaius, pa3MelleHHas B UHTEPHETE, MOXKET
CEpbE3HBIM 00pa30M OTpPa3UThC Ha TBOEH peanbHOW ku3HU. "Lludposas
penyTtanus" - 3T0 TBOM UMUK, KOTOPBIM GopMupyerca U3 uHpopmanuu o tede B
UHTEPHETE.

TBOE MecTO KUTEIBCTBA, YueObl, TBOC (PMHAHCOBOE MOJOKEHUE, OCOOCHHOCTH
XapakTepa U paccKkasbl 0 OJU3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mnoApPOCTKH JETKOMBICIEHHO OTHOCATCA K IYOJMKAlUu JIMYHON
uHpopmanu B VIHTepHETEe, HE MOHUMAs BO3MOXKHBIX MOCHeACTBUN. Thl gaxke He
CMOJKEIllb JA0TafaThCcsl O TOM, 4TO doTorpadus, pa3MelieHHas 5 JIeT Ha3ajl, cTaia
OPUYMHOMN OTKa3a MPUHATH TeOs Ha padoTy.

KommenTtapuu, pasmenienue TBoux (ororpaduii u apyrue ACHCTBUS MOTYT
HE MCUYE3HYTh JaXKe IOCJie€ TOro, KaK Thl MX YJalWilb. Tbhl HE 3HACIIb, KTO
COXpaHWI 3Ty HWHPOPMALMIO, TMonajga JU OHAa B I[IOMCKOBBIE CHCTEMBl H
COXpaHWJIAaCh JIM OHA, a TJABHOE: YTO MOJIYyMalOT O TeOe OKpYXalollue IO/IH,
KOTOpBIE HAWAYT U yBUIAAT 3T0. HailT mHbOpMAaII0O MHOTO JIET CIYCTSI CMOXKET
000 - KaKk U3 A00PBIX TOOYXKIIEHUM, TaK U C HAMEPEHUEM MPUUYUHUTD Bpell. ITO
MOJKET OBITb KTO YTOIHO.

OcHOBHBIE COBETHI MO 3aIIuTe HU(POBOI permyTauu:

1. [onymaii, npexzae yeM 4To-TO MyOJIMKOBATh U TepeaBath y ceds B Onore
WIH B COLMATIBHOM CETH;

2. B Hacrtpoiikax npoduiis yCTaHOBH OTPAaHUYEHHS] HA IMPOCMOTP TBOETO
PO IS ¥ €ro COAEPKUMOTO, Ceail ero ToJIbKO "Iy apy3ei';

3. He pa3memiaii u He ykasbiBail MH(MOpMAIUIO, KOTOpas MOXKET KOro-irndo
OCKOPOJIATH WIJIM OOMIKATh.



ABTOpPCKOe PaBo

CoBpeMeHHbIE  IIKOJBHUKM - AaKTUBHBIE TIOJB30BaTeNud  LU(POBOTO
npoctpaHcTBa. OJHAKO JaleKo HE BCE 3HAIOT, 4YTO IOJIb30BAHUE MHOTHMH
BO3MOXHOCTSIMU  Lu(ppoBOro Mupa TpeOyeT coOMoJeHHs MpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "uWHTENNEKTyallbHasi COOCTBEHHOCTh" OTHOCUTCSI K Pa3IM4YHBIM
TBOPEHMSIM YEJIOBEYECKOTO yMa, HAayMHAsg C HOBBIX H300pPETEHH W 3HAKOB,
0003HayaroIMX COOCTBEHHOCTh HA MPOJIYKTHl M YCIYyTH, U 3aKaHYMBas KHUTAMH,
¢dotorpadusimu, KUHODUIBMAMU U MY3bIKaJIbHBIMU IPOU3BEACHUSIMHU.

ABTOpCKHE MpaBa - 3TO MpaBa HAa HMHTEJUIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha
NPOU3BEICHUS HAYKH, JINTEPATyphl U UCKyCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEJUIEKTYaJbHBIN/TBOPUECKU TPyl aBTOpa HE
OyIeT HampacHbIM, JacT €My CIpaBeJIMBbIE BO3MOXKHOCTH 3apaloTaTh Ha
pe3ysibTaTax CBOETO TpyJa, MOJYyYUTh HM3BECTHOCTh M Mpu3Hanue. Hukro 0e3
paspelieHus aBTopa HE  MOXET BOCHPOM3BOJIUTH €ro  IMPOU3BEIECHUE,
pacnpocTpaHsaTh, MNYOIMYHO JEMOHCTPUPOBATh, NPOJaBaTh, HMIIOPTUPOBATH,
NycKaTh B MPOKAT, MyOJUYHO HCIOJHATH, MOKa3bIBATH/UCHOJHITH B ddUpe HUiu
pa3meniats B UHTEpHETE.

Hcnonb3oBanue "muparckoro” mporpaMMHOI0 00€CieYeH s MOKET IMPUBECTU
K MHOTHM PHCKaM: OT MOTEPU JIAHHBIX K TBOUM aKKayHTaM J0 OJIOKUPOBKU TBOETO
YCTPOICTBA, TJ€ YCTAHOBJIEHA HeJleranbHas Iporpamma. He crour Ttakxke
3a0bpIBaTh, YTO CYIIECTBYIOT JIETaJIbHble U O€CIJIaTHBIE MPOTPAMMBI, KOTOPBIE
MOKHO HalTU B CETH.

O nmopraJie

CeteBuuoK.pd - TBOM IJIaBHBIN COBETUYHMK B CETH. 3/1€Ch Thl MOXKEIIb y3HATH O
0€30MacHOCTH B CETU MOHSITHBIM M JOCTYIHBIM SI3BIKOM, a MPU BO3HUKHOBEHHH
KPUTHYECKON CUTYyallMd OOpAaTUTHCS 3a COBETOM. A TakKe MPUHATH y4acTHE B
KOHKYpPCaxX U CTaTh CaMbIM IIU(PPOBHIM TpaKJaHUHOM !
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